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Many slides used from Chris Brew’s Codes and Code Breaking course at OSU, and much

material taken from Simon Singh’s The Code Book: nhttp:/www.simonsingh.net/The_Code_Book.html



http://www.simonsingh.net/The_Code_Book.html

Decode these \‘"/

gur urqtrubt va gur pntr pheyrg vagb n onyy'
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Decode these

gur urqtrubt va gur pntr pheyrqg vagb n onyy

the hedgehog in the cage curled into a ball

Unix command to encode:

> echo "the hedgehog in the cage curled into a ball"
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o homen alto esta dirigindo um carro grande na
minha estrada
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Decode these

gur urqtrubt va gur pntr pheyrqg vagb n onyy

the hedgehog in the cage curled into a ball

Unix command to encode:

> echo "the hedgehog in the cage curled into a ball"

o homen alto esta dirigindo um carro grande na
minha estrada

the tall man is driving a big car on my street

¥resog 0Yeeg 408 Feecsg 40ffccg 409 xc¥rg 40¥xeg gfaw oY ag2g
2cg 40fc8g 40w =89 40fccg cresg 40lfccg 40fccg geresg Ro¥g
8ckCg 4OWCCC9 Bojctcsg 40lfcg 40*‘?9
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Decode these

gur urqtrubt va gur pntr pheyrqg vagb n onyy

the hedgehog in the cage curled into a ball

Unix command to encode:

> echo "the hedgehog in the cage curled into a ball" | tr 'a-z'

o homen alto esta dirigindo um carro grande na
minha estrada

the tall man is driving a big car on my street

¥cresog 0Yeeg 408 fecsg 40ffceg 409 xc¥rg 40¥cxeg gfaw oHag2g
2ckcg 40fc8g 40fawW <89 40fccg cxesg 40fccg 40ffccg Reresg Ro¥g
8ckCg 4OWCCC9 Bajctc8g 40ffcg 40%9

The Voynich manuscript script - nobody knows! |
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Getting the message across

If you want to get a message to someone, what can
you do to prevent eavesdropping?

This problem, the solutions to it, and the ways of
breaking through the solutions have shaped history.

They have also helped us crack forgotten writing
systems such as Egyptian hieroglyphics and Linear B.

The sophistication of codes and code-breaking has
evolved greatly over the last several thousand years.

We'll start simple and get a glimpse of how things work
today.
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Alice, Bob, and Eve

» Alice wants to
send a message
to Bob, and Eve
IS trying to
eavesdrop.

¢ If Alice doesn’t do
anything, Eve will
hear what Bob
hears.

» However, if she VY ’6\ S
encrypts the
message and From: www.physi org/ptivol-53/iss-11/p22 htm
Bob knows how
to decrypt it, Eve
is out of luck.
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The branches of secret writing

Secret writing

Cryptograph
Steganography (sz:lfamgble%)y
(hidden)
e Transposition
Substitution (reorder)
Code Cipher

(replace words) (replace characters)
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Steganography: hidden writing

Eavesdropping was avoiding early on by simply hiding
the message.

put the message in a false heel

Histaiaeus (494 BC): shave messenger’s head, write the message, let
the hair grow and then the messenger could travel unhindered

invisible ink

Steganography is derived from steganos “covered”
and graphein “to write”

Provides some security, but if the message is detected,
the contents are immediately known to the interceptors.

Modern steganography is very advanced, with
messages being embedded in text, images, and video.

© 2010 Jason M Baldridge
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Image steganography examples

This avatar contains the
message "Boss said that we

According to the FBI, this image contains a
map of the Burlington,Vermont airport.

should blow up the bridge at h ired.com/dangerroom/2010/06/alleged-spies-hid-
midnight " encrypted With secret-messages-on-public-websites/

mozaiq using "vaxjo" as
password.
http://en.wikipedia.org/wiki/Steganography

© 2010 Jason M Baldridge 7 LIN312: Language and Computers


http://www.wired.com/dangerroom/2010/06/alleged-spies-hid-secret-messages-on-public-websites/
http://en.wikipedia.org/wiki/Steganography

Cryptography: scrambling the message

Encrypted messages can be seen by others, but their
contents are hidden because the text itself has been
transformed by some algorithm. The recipient must
know how to reverse that algorithm.

Ways of encrypting messages:

v transposition: reordering the letters

, substitution: replace words or letters with other words, letters, or
symbols

© 2010 Jason M Baldridge 8 LIN312: Language and Computers



Transposition

A simple way to scramble a message is transposition:
reorder the symbols.

Example: READ THIS

» random:

» alternating:

» insertion (more effective when spoken, as with Ubbi Dubbi):

Scytales were a way of doing alternating transposition

easily. The message is encoded on a strip of leather on
a cylinder, and then the decoder uses a cylinder of the

same diameter to reveal the message.
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Transposition

A simple way to scramble a message is transposition:
reorder the symbols.

Example: READ THIS

» random: EDRA HST|

» alternating:

» insertion (more effective when spoken, as with Ubbi Dubbi):

Scytales were a way of doing alternating transposition
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Transposition

A simple way to scramble a message is transposition:
reorder the symbols.

Example: READ THIS

» random: EDRA HST|

al’[ernating:R A T I

E DHS RATIEDHS

» insertion (more effective when spoken, as with Ubbi Dubbi):

Scytales were a way of doing alternating transposition

easily. The message is encoded on a strip of leather on
a cylinder, and then the decoder uses a cylinder of the

same diameter to reveal the message.
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Transposition

A simple way to scramble a message is transposition:
reorder the symbols.

Example: READ THIS
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Transposition

¢ A simple way to scramble a message is transposition:
reorder the symbols.

o Example: READ THIS

e random: EDRA HST|

® al’[erna’[ing:R A T I
E DHS

RATIEDHS

» insertion (more effective when spoken, as with Ubbi Dubbi): RUBEAD THUBIS

» Scytales were a way of doing alternating transposition
easily. The message is encoded on a strip of leather on
a cylinder, and then the decoder uses a cylinder of the
same diameter to reveal the message.
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Substitution

With transposition, all the original characters of the
underlying message are still available -- with enough
time the message can be decoded easily.

Substitution involves replacing the letters or words
systematically:

» code: replace words

»  cipher: replace letters

The cipher of Mary Queen of Scots used both a cipher
and coded words, and provides a dramatic example of
the importance of using a strong encryption method.
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The Cipher of Mary Queen of Scots

o A simple substitution cipher with codes for frequent

words

Nulles #¢.—.— . d . Dowbleth &

and for with that if but where as of the from by

L*a~d-9j°4@§x\r:

so not when there this in wich 1s what say me¢ my wyrt

~ 5 R
B eh colipe g 0 5B B Wl Mo (M

<

send Ire receave bearer | pray you Mte your name myne

't Tlr=R 3

From: http://www.simonsingh.com/The_Black_Chamber/maryqueen.html

er
99
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The Babington Plot

Mary was imprisoned by Queen Elizabeth in 1567. After
18 years, she was contacted by Anthony Babington,
who was plotting to free her and assassinate Queen
Elizabeth.

Their correspondence was encrypted using the cipher
shown previously, and it was delivered by Gilbert
Gifford.

Unbeknownst to Mary and Babington, Gifford was a
double agent, working for Sir Francis Walsingham,
Principal Secretary to Queen Elizabeth and also her
spymaster.

© 2010 Jason M Baldridge 12 LIN312: Language and Computers



Weak encryption is worse than no encryption

Walsingham was aware of recent
advances in cryptanalysis,
including frequency analysis. His
cipher secretary, Thomas Phelippes,
easily cracked the cipher and
decode the messages.

These messages were the key
evidence that she was a knowing
participant in the plot. With that
evidence, Walsingham had Mary
arrested and put on trial. The judges
recommended the death penalty
and she was executed on February
8, 1587.

Moral of the story: don’t use weak
encryption!!!!

© 2010 Jason M Baldridge
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Weak encryption is worse than no encryption \"‘/

» Walsingham was aware of recent
advances in cryptanalysis,
including frequency analysis. His
cipher secretary, Thomas Phelippes,
easily cracked the cipher and
decode the messages.

» These messages were the key
evidence that she was a knowing
participant in the plot. With that
evidence, Walsingham had Mary
arrested and put on trial. The judges
recommended the death penalty
and she was executed on February
8, 1587.

¢ Moral of the story: don’t use weak
encryption!!!!
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Back to simple substitution ciphers

Caeser shift ciphers: just shift the alphabet

. eg,shit3: a b cde oo W X
DEFGH .... 2 A

plain text: the original message

cipher text: the encoded message

read this
UHDG OKLV
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Basic components of encryption

» algorithm: the encryption method that precisely defines
how to produce cipher text

» key: details for the particular encryption

© 2010 Jason M Baldridge 15 LIN312: Language and Computers



Basic components of encryption

» algorithm: the encryption method that precisely defines
how to produce cipher text

» key: details for the particular encryption

Alice
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Basic components of encryption

» algorithm: the encryption method that precisely defines
how to produce cipher text

» key: details for the particular encryption

Alice Bob
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Basic components of encryption

» algorithm: the encryption method that precisely defines
how to produce cipher text

» key: details for the particular encryption

readthis

Alice Bob
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Basic components of encryption

algorithm: the encryption method that precisely defines
how to produce cipher text

key: details for the particular encryption

Algorithm: Caesar shift
Key: Shift-3

readthis

Alice Bob
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Basic components of encryption

algorithm: the encryption method that precisely defines
how to produce cipher text

key: details for the particular encryption

Algorithm: Caesar shift Algorithm: Caesar shift
Key: Shift-3 Key: Shift-3
readthis

Alice Bob
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Basic components of encryption

algorithm: the encryption method that precisely defines
how to produce cipher text

key: details for the particular encryption

Algorithm: Caesar shift Algorithm: Caesar shift
Key: Shift-3 Key: Shift-3
readthis
Alice Bob

Eve
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Basic components of encryption

algorithm: the encryption method that precisely defines
how to produce cipher text

key: details for the particular encryption

Algorithm: Caesar shift Algorithm: Caesar shift
Key: Shift-3 Key: Shift-3
readthis > UHDGWKLV
Alice Bob

Eve
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Basic components of encryption

algorithm: the encryption method that precisely defines
how to produce cipher text

key: details for the particular encryption
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Basic components of encryption

algorithm: the encryption method that precisely defines
how to produce cipher text

key: details for the particular encryption

Algorithm: Caesar shift Algorithm: Caesar shift
Key: Shift-3 Key: Shift-3
readthis > UHDGWKLV
Alice Bob
v
UHDGWKLV
EV e Algorithm:?

Key:?
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Basic components of encryption

algorithm: the encryption method that precisely defines
how to produce cipher text

key: details for the particular encryption

Algorithm: Caesar shift Algorithm: Caesar shift
Key: Shift-3 Key: Shift-3
readthis > UHDGWKLV > readthis
Alice Bob
v
UHDGWKLV
EV e Algorithm:?

Key:?
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Basic components of encryption

The most important aspect of encryption is for the
secret to be the key, not the algorithm.

»  “the enemy knows the system”

» the more keys the better
How many keys are there for Caesar shift?

Brute-force attack: try all combinations (all possible
keys)

So, this is pretty easy to do for Caesar shift. (Try the
message on the course syllabus.)

© 2010 Jason M Baldridge 16 LIN312: Language and Computers
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Brute-force attack: try all combinations (all possible
keys)
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message on the course syllabus.)
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General substitution

Caesar shift maintains the order of the original
alphabet, thereby limiting the number of keys and
leaving messages open to brute-force attacks.

General substitution: any letter can substitute for any
letter.

Plain alphabet: abcdefghijklmnopgrstuvwxyz
Cipher alphabet: JLPAWIQBCTRZYDSKEGFXHUONVM

This allows 400,000,000,000,000,000,000,000,000
keys. A brute force attack checking one per per second
would take roughly a billion times the lifetime of the
universe to decipher a message.

Plain text: et tu, brute?
Cipher text: WX XH, LGHXW?

© 2010 Jason M Baldridge 17 LIN312: Language and Computers



Kevy phrases

General substitution allows many more keys: but how
can you easily remember the key in order to transmit it
to the receiver?

By using keywords or key phrases, it becomes easy
to remember the key while still keeping a large number
of possible keys. How to do it:

Choose a phrase, like JULIUS CAESAR
Remove spaces and duplicate letters: JULISCAER

Use this as the beginning of the cipher alphabet, and use the rest of the
letters in order, starting where the key phrase ends.

© 2010 Jason M Baldridge
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Kevy phrases

With key phrase JULIUS CAESAR:

Plain alphabet: abcdefghijklmnopgrstuvwxyz
Cipher alphabet: JULISCAERTVWXYZBDFGHKMNOPQ

Advantages:

key phrase is easily committed to memory: no need to write it down on
paper that could be intercepted

not as many keys as general case, but still too many for brute force

What is the major problem with this encryption method?

© 2010 Jason M Baldridge 19 LIN312: Language and Computers



Many following slides from
Chris Brew (OSU)



Decode this... .

ZM VOWVI HRHGVI XZNV GL ERHRG SVI BLEFMTVI HRHGVI RM GSV XLEMGIB. GSV VOWVI
DZH NZIIRVW GL Z GIZWVHNZM RM GLDM; GSV BLIFMTVI GL Z KVZHZMG RM GSV
EROOZTV. ZH GSV HRHGVIH HZG LEVI GSVRI GVZ GZOPRMT, GSV VOWVI YVTZM GL
YLZHG LU GSV ZWEZMGZTVH LU GLDM ORUV: HZBRMT SLD XLNULIGZYOD GSVD
OREVW GSVIV, SLD DVOO GSVDB WIVHHVW, DSZG URMV XOLGSVH SVI XSROWIVM DLV,
DSZG TLIW GSRMTH GSVDB ZGV ZMW WIZMF, ZMW SLD HSV DVMG GL GSV GSVZGY,
KILNVMZWVH, ZMW VMGVIGZRMNVMGH.ZM VOWVI HRHGVI XZNV GL ERHRG SV
BLFMTVI HRHGVI RM GSV XLFMGIB. GSV VOWVI DZH NZIIRVW GL Z GIZWVHNZM RM
GLDM, GSV BLFMTVI GL Z KVZHZMG RM GSV EROOZTV. ZH GSV HRHGVIH HZG LEVI
GSVRI GVZ GZOPRMT, GSV VOWVI YVTZM GL YLZHG LU GSV ZWEZMGZTVH LU GLDM
ORUV: HZBRMT SLD XLNULIGZYODB GSVD OREVW GSVIV, SILD DVOO GSVDB WIVHHVW,
DSZG URMV XOLGSVH SVI XSROWIVM DLIV, DSZG TLIW GSRMTH GSVDB ZGV ZMW
WIZMF, ZMWSLD HSV DVMG GL GSV GSVZGIY, KILNVMZWVH, ZMW VMGVIGZRMNVMGH.
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Intuitively... o~y

00
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Intuitively... . A

+ What clues do we have?

0
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Intuitively... .

+ What clues do we have?

. How shall we work with them?
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Intuitively...

. What clues do we have?
. How shall we work with them?

+  What are we assuming?
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A systematic approach

. Make a table of the characters used

© 2010 Jason M Baldridge 23 LIN312: Language and Computers



Character set

TF=1 1771 1L {1
=G HY

1¥—1

151) I]DiJ

Tt 18710 11 1 IR AT INT 1N
I)K) L)M)N)O)
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Character set

TF=1 1771 1L {1
=G HY

1
S J

151) ID!J ﬂ.

Tt 18710 11 1 IR AT INT 1N
I)K) L)M)N)O)

NO ‘A!,!C,,,J,,,Q!

*
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Character set

TF=1 1771 1L {1
=G HY

1¥—1

151) I]DiJ

Tt 18710 11 1 IR AT INT 1N
I)K) L)M)N)O)

NO ‘A!,!C,,,J,,,Q!

*

Why not?

*
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What to expect.

Ina citg synonymous with hoPe against all odds, the Ohio State men's
basketball team stared down another stickg situation in the Alamodome
to defeat Mcmphis and advance to the NCAA Final Four. Madness is on
the march -- to Atlanta.

* M ake the same table for "Three years ago, we had a vision for this program. ltjust became

. realitg,“ OSU coach Thad Matta said as chants of O-H-1-O filled the
kn OWﬂ E ng I |Sh text arena after the Buckeges‘ 92-76 win against Memplﬂis. OSU now heads to

Saturdag's national semifinals.

+ Same number of
characters from lead
The No. 1 E)uclceges seldom take the simple route to success, as Provecl

Spo rt arthIe I n S u nd ay,S in the past two games when theg needed late and big comebacks against
CO|umbUS D|SpatCh Xavier and Tennessee.

The reali’cg didn't come easy.

Yes’cerdag‘s win agains’c the second-seeded Tigers in the South Regional
final was no different, c]espite the ]6~Point margjn of victory.

Ohio State (34-3) needed its four freshmen to Plag like seniors, and
needed one of those kicls, 7~Foot center Greg Oden, to l’lClP wiPe away a
ﬁve~Point deficit with 12:39 to Plag.
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Known English \"‘/

1

'AL'DLC DY 'E T
G'J | ‘) ‘l') 'J‘) 'K‘) 'L‘) ‘M')
'N'J 10') 'P') 'R‘) '5') 'T')
UV WXL Y
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Known English \"/

ALD DY E T
) o Q,Z 'G'J | ') ‘l') 'J‘) 'K‘) 'L‘) ‘M')
'N'J 10') 'P') 'R‘) '5') 'T')
', VWX Y
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Known English Y

ALD DY E T
) o Q,Z 'G'J | ') ‘l') 'J‘J 'K‘J 'L‘) ‘M')
'N'J 10‘) 'P') 'R‘) '5‘) 'T‘)
', VWX Y

+  Why not?
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Known English

+  Why not?

A
+ Noyz G HL DK L MY
N

+ Would this be same for

2
other texts” 'U') 1\/1) 'W'J 'X', 'Y'
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A systematic approach

. Make a table of the characters used
+  Keep track of frequencies

. We’ll return to this in a second...
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Intuitive approach T

+ How did you do it?
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Systematizing intuition . A

0
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Systematizing intuition \"‘/

+  Word spotting
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Systematizing intuition

+  Word spotting

+  Start with short, common words
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Word spotting... Y

/M VOWVI HRHGVI XZNV GL ERHRG SVI BLFMTVI
HRHGVI RM GSV XLFMGIB.?§§M7VOWVI DZH NZIIRVW
GLZ GIZWVHNZM RM GLDM,.ESEOBLFMTVI GL Z
KVZHZMG RM GSV EROOZTV. ZH GSV HRHGVIH HZG

LEVI GSVRI GVZ GZOPRMT, GSV ..

© 2010 Jason M Baldridge 30 LIN312: Language and Computers



Word spotting... [

/M VOWVI HRHGVI XZNV GL ERHRG SVI BLFMTVI
E..E. TE. ...BET. o0 T JEC oL E.
HRHGVI RM GSV XLFMGIB GSV VOWVI DZH NZIIRVW

E. .. THE ....T..+ THE E..E. ... ..... E.
GL / GIZWVHNZM RM GLDM, GSV BLFMTVI GL /
T. T........ T..., THE ..... E. T.
KVZHZMG RM GSV EROOZTV /H GSV HRHGVIH HZG
BT o0 THE oL L. T+ .. THE ...TE.. ..T
LEVI GSVRI GVZ GZOPRMT, GSV .
E. THE.. TE. T...... , THE ..
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Word spotting...

/M VOWVI HRHGVI XZNV GL ERHRG SVI BLFMTVI
E..E. TE. ...BET. o007 JE. oL E.
HRHGVI RM GSV XLFMGIB GSV VOWVI DZH NZIIRVW

E. .. THE ....T..+ THE E..E. ... ..... E.
GL / GIZWVHNZM RM GLDM, GSV BLFMTVI GL /
T. T........ T..., THE ..... E. T.
KVZHZMG RM GSV EROOZTV /H GSV HRHGVIH HZG
BT o0 THE oL L. T+ .. THE ...TE.. ..T
LEVI GSVRI GVZ GZOPRMT, GSV .
E. THE.. TE. T...... , THE ..
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Word spotting... \T/

/M VOWVI HRHGVI XZNV GL ERHRG SVI BLFMTVI
A. E..E. ITE. ...ETO ....T .E. .0...E.
HRHGVI RM GSV XLFMGIB GSV VOWVI DZH NZIIRVW
.E. .. THE .0..T..+ THE E..E. .A. .A...E.
GL / GIZWVHNZM RM GLDM GSV BLFMTVI GL Z
TO A T.A...... .. 10.., THE ..... E. TO A
KVZHZMG RM GSV EROOZTV /H GSV HRHGVIH HZG
E...oT o0 THE ... ... T+ A. THE ...TE.. ..T
LEVI GSVRI GVZ GZOPRMT, GSV .
E. THE.. TEA TA....., THE ..
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How are we doing? . A

J
ml
T
o
L
-
VoS
—
<
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Cut to the chase? \T/

J
ml
T
o
L
-
VoS
—
<

L
[
>
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Does it work...

/M VOWVI HRHGVI XZNV GL ERHRG SVI BLFMTVI

HRHGVI RM GSV XLFMGIB. GSV VOWVI DZH NZIIRVW
.. THE .0..T..+ THE E..E. .A. .A...E.
GL Z GIZWVHNZM RM GLDM GSV BLFMTVI GL Z

TO A T.A...... .. 1T0.., THE ..... E. TO A
KVZHZMG RM GSV EROOZTV /H GSV HRHGVIH HZG
BT o0 THE oL L. T+ A. THE ...TE.. ..T

LEVI GSVRI GVZ GZOPRMT, GSV .
.E. THE.. TEA TA..... , THE ..
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Word spotting o~y

0
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Word spotting \"‘/

. Focused on short common words
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Word spotting

. Focused on short common words

+  Spotted a few words
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Word spotting

. Focused on short common words
+  Spotted a few words

+ Guessed it was a reversed alphabet.
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Word spotting

»  Focused on short common words
+  Spotted a few words
+ Guessed it was a reversed alphabet.

+ Checked it.

© 2010 Jason M Baldridge 37 LIN312: Language and Computers



Word spotting

Focused on short common words

Spotted a few words

Guessed it was a reversed alphabet.

Checked it.

Why do we know this is the answer?

© 2010 Jason M Baldridge
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Why we think it is right.

+ Itlooks like English

+ The encoding we found makes sense
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Character set

1TF=1 17771 1¢ {1
F:)G)H)

1
L——' )

151) 1D1) H.

1t 1 A T B TOINT 1
)KJ LJM)NJOJ
1o 1 11 1 11\ 1
JRJSJTJU)\/)

WK YL
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Character set

1TF=1 17771 1¢ {1
F:)G)H)

1
L——' )

151) 1D1J H.

NO ‘A:’C’,’J’,’QS

*

1t 1 A T B TOINT 1
)KJ LJM)NJOJ
1o 1 11 1 11\ 1
JRJSJTJUJ\/)

WK YL

39 LIN312: Language and Computers

M Baldridge

© 2010 Jason



Character set

1TF=1 17771 1¢ {1
F:)G)H)

1
L——' )

151) lDiJ ﬂ.

NO ‘A:’C’,’J’,’QS

*

WK YL

1t 1 A T B TOINT 1
)KJ LJM)NJOJ
1o 1 11 1 11\ 1
JRJSJTJUJ\/)

Why not?

>

39 LIN312: Language and Computers

M Baldridge
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Character set

*

>

*

NO ‘A,,,C,,,J,,,Q,
Why not? !

No Z’’X’,’Q’,’J’ in plaintext.

© 2010 Jason M Baldridge
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Character set

*

*

*

*

NO ‘A,,,C,,,J,,,Q,
Why not? !

No Z’’X’,’Q’,’J’ in plaintext.

Makes sense

© 2010 Jason M Baldridge
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Exercise

+ Not the reversed alphabet, but similar.
+ Use word spotting as just shown.

+  See the last page of these slides for the answer.

"E QYSBJ ZYT KFMZGI AO QMO YH BEHI HYV 0OYSVU," UMEJ UFI. "QI AMO

BERI VYSGFBO, LST MT BIMUT QI MVI HVII HVYA MZPEITO. OYS BERI EZ
LITTIV UTOBI TFMZ QI JY, LST TFYSGF OYS YHTIZ IMVZ AYVI TFMZ 0YS
ZI1J, OYS MVI RIVO BECIBO TY BYUI MBB 0YS FMRI. 0YS CzYQ TFI XVYRIVL,
'‘BYUU MZJ GMEZ MVI LVYTFIVU TQMEZ.' ET YHTIZ FMXXIZU TFMT XIYXBI QFY
MVI QIMBTFO YzZI JMO MVI LIGGEZG TFIEV LVIMJ TFI ZIPT. YSV QMO EU
UMHIV. TFYSGF M XIMUMZT'U BEHI EU ZYT M HMT YZI, ET EU M BYZG YZI.

QI UFMBB ZIRIV GVYQ VEKF, LST QI UFMBB MBQMOU FMRI IZYSGF TY IMT."
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Character frequency distributions

+  Not just present/absent but count
+  We know which letters will probably be common

+ By counting the frequency of each character in the cipher
text, we can compare the relative frequency of cipher text
characters to the frequency of plain text characters (using
existing unencrypted text).

+ Atable of frequencies for all characters is a frequency
distribution.
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Frequencies

OZ=rXuwHIToOmTMmMmMmOMNOW>

N < X

16

22
10

88
46
50

48
54
12
26

10

64

N >

N<XsSs<cHunxxoOoOvuvo==r

64

10

26
12
54
48

50
46
38

10
22

16
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Histogram of frequencies s A

P
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Frequencies

+ The frequency pattern for the™

reversed alphabet exactly
mirrors that of the plain text

+ A Caesar shift will just show -

a shift in such frequency.

+ What does a cipher letter “N”..

encode given the cipher and ..
plain text frequency
distributions on the right?

Cipher text

o s < o E F (= - I J X L M N O P Q AR S T U WV W X Y 2

Plain text

A e < o € F G Lo I J =< L M N O P Q R S T U WV W X Y 2z

© 2010 Jason M Baldridge
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Frequencies

Cipher text

+ The frequency pattern for the™
reversed alphabet exactly
mirrors that of the plain text

+ A Caesar shift will just show -
a shift in such frequency.

+  What does a cipher letter “N”.. Plain text

encode given the cipher and ..
plain text frequency o |8
distributions on the right? . .

A e < o € F G L2} 4 J =< L M N O P Q R S T U WV W X Y 2z
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Relative frequency of English characters (from wikipedia) T

0.14 -

0.12 4

Relative frequency

abcdefghijkliImnopaqrstuvwixys:z
Letter

00
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relative Frequency (in percent)

Relative frequency of English characters (from wikipedia) T'

0.14 -

0.12 4

01
12.7 = ‘
12 - g
30.08
4
=
10 - 2 008
8
(14
0.04
8 -~
002 - [ ] .
6 -
abcdefghijklImnopaqgqrstuvwvwixyz
4 - Letter
- IIIIIII'

etaoinshrdlcumwfgypbvkijxqgz
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Big assumption

+ Each time a letter appears in the plaintext it will map to the
same letter in the ciphertext.

+ Technically, this makes the ciphers we have considered so
far monoalphabetic.

The problem with a monoalphabetic cipher is that it is
easy to decode with word spotting and frequency
analysis because each character has only one way to
be encoded.

+ Let’s have a look at polyalphabetic ciphers, which
provide an extra level of protection.
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The Vigenere square

NN UAOQOWWLUI-—-¥YJZZ00a0ax0k2>3 x>
*ENCVUOWLUI - JZZ0a0axwnkd>ax
XX >NV OWULUOI ==Y JEZZ00a0acwni=-2>32
TEX >NV AOAWLUI =Y JZ200a0axcw0ni=2D>
P2 T X >NV AOAOWLODII =¥ I2ZEZ200a0xcw0i=D
P> X >NCOVOWULUOII =X I2ZEZZ200a0x0i
D> X >NCAVOWLUOUI ==Y IJZEZ200a0xw0n
NMVFD2>SX>NCOAVOWLUDUII =Y IZE200a0x
EEVFD2>EX>NCOVQOQWULUOI =X JZ20a0
OO VMFD>SX>NCOVQOQWLUOUI =¥ aZZ20a
LA QOEVMFID>SX>NCOVOWLULI - aZEZZ20
COAQEVMFID>SX >NV WL I -~ uZE2
ZZ00a0VNFI>SX>NACOVOWWLWUOI - 2
TS E2Z00a0xVNFIO>SX>NACAIOVOOWLUI — ¥ J
el 2200 0xNFIO>DSIX>NACOVOWHLUYUTI ——¥
¥ Y dEZ2000cVNFIOI>IX>NACDODVOWLYUI —-—
Y JEZ00a0EVNEFO>EIX>NADDVOWL O T~
—=- Y JEZ200Q0EVNEFO>IX>NADDVOWLUT
I - 22000k O>IX>NAdVOWwwQ
QU= JZZ0a0axwnkO>ITIX>NdoUVOwWwL
LLUVUI =Y JZEZ0a0axcunk-D>axXx>NdgVvOow
WWLeUOXL ==Y JZEZ200a0acnkoD>ax>Ndauv 0
ODOWULUX == JZEZZ0a0axcnkEod>axXx>Ndo U
VLoD WULUIXI ==X aZZ00a0cVnkF2D2>TIX>NAdD
DEEVOWLYI ==X JZZ200a0xc0ViF2D2>TX>NIG
AL VOWLYUT ==X IZZ200a0ciF2D2>2xX>N
U OWLUUI-—-xXxJZZ000CNFD>2 X >N

iIn 1586 by Blaise de Vigenere,
allows all 25 Caesar shift keys to
be used for the same encryption.

encoded in multiple ways.
the Vignere square plus a
keyphrase, such as KING or
WHITE.

» The Vigenere square, published
plain text character will be

» The important thing is that each
» The encoding is determined by
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The Vigenere Square

abcdefghijklmnopgrstuvwzxyz

N<oVOQWWUOI—-—=—-¥Jd5SZ0a0xwnk->2>2 X >
>N<doVooWwWuw DI -~ J=2SZ0a0xwnik-D>32 X
X>N<oVoQWLYI—-—-—¥J5SZ0a0axcwnkF>>=
S X>NCoVQQWuLDI—-——¥YJ=2Z0a00axwnikF>2>>
>SS X >NV QWL =¥ Jd=ZTZ20a0a0xw0nikEFD>D
D> SX>NA0 VO WLODI ==Y aZ2Z200a0x w0V
D> X>NACdo0VoOWL DI - JdS2Z20a0axw
NMFEFD>SX>N<oOVoOWLUYUI -——~¥Y 12200 0cx
EVNFD>SX>NoVOWLUUI ——~¥Y 202200 0O
OCxVFII>SX>NCooV QWL -~ J=2Z2Z20a
A 0XxVNEFED>SX>NCOVOOWLOI - a=Z20
Ca0axwnEFEI>=X>NACOoOVOOWLUOI - a2
Z20a0xwVkFEIODI>=X>NAdo0VOOWLOI ——¥ a2
=SZ0a0a0xVFIOD>SX>NCOLLOWLUYUI ——¥ J
S 22000 VFDOD2>SX>NCOV WL ——¥
¥ 422000 iFD2>=X>NAC4Ao0VowWwuL O ——
—¥ JEZ200a0xcVNEFEFIOD>SX>NACdOVOWL O -
- —_—Y JESEZ20a0xUVkFIOD>sX>NACdOVOOQWWOI
I —-——¥J=SZ0a0xwnikFD2>=X>NadaouVoowwQ
OUI—-—¥J2Z2SZ0a0x0nikFD2>SX>NAad49aouUD0 wuw
LUOI - J=2Z200a0c0niFDO2>SX>NICSoUOW
WULUOUI =¥ Jd=2Z2Z200a0x0nikFD2>=a=X>Na49amn0U0
OWUWUOUI=-—==¥Jd=SZ200a0xc0nkFD2>=2X>Ndad49mU
COoOWuw0I—-=—=¥YaSZ0a0axcwnkEoc2>=2X>N4A4nm
DUV OOWLUOUI-—YI2SZ0a0xwnikFD>aX>NdJdg
<OV WLUOUI-—¥YJZ2Z0a0xunikFD>=X>N

C<OVOQWLUOI-—X¥J2ZZ0a0xunkF2>3X>N

e

> — -

(o) > > O} e

=~ 003 0 o O © .

‘T S £ = o+ 'S € = £ 0O
= 28>0 23 ==
858%2%8 Idg S8

L o0 5= 9= =0 ®3T.c
O + o . 505 C x
S>30 Lo gw En2 .~ Tga+
n Q9 ®:5 OF5 O Q= - &
cS3CT2S 52938 o3
R EoCc=oN~cEc ILLoEcS BR=0
» » »
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The Vigenere Square

abcdefghijklmnopgrstuvwzxyz

NV OOWuWUOI == d=SZ20a0x0n -
> NdoUVUoOWuw I ——¥ 102200 0axwn
X>N<oLLoOWuWL DI —-—-—¥YJ=2Z0a0a QO

>SS X>NCoVQWuLODI—-——¥Jd=Z20a
D> S X >N VO WLODI —-—=—=¥xa=Z20
D> X>NAdo0VoOWuLw I -~ a2
NEFD>SX>N<oVoOWWLWUI ——¥ J=
EVNFD>SX>NCoOUVUOOWWLOI ——¥ J
CxuVFID>SIX>NCoVOWLUOTI - —¥

Ca0xwnkEI>IX>NCOVOWL O -
Z20a0axwVnkEFEIDI>=X>NACdoVOOWW O
=SZ0a0xwVnkFIOD2>sX>NCoLOWWQ
SZZ2Z00a0xVFD>SX>NCAOUVUO WL
¥ J=ZZ200a0ccniFD2>SX>Nad4anUVow
Y JAEZEZ200a0x0VEDOD2>=X>NAC49nUVUO
- —Y J=ESZ200a0xcW0VEFD>=2=X>NAadn U
I —-——¥¥JSZ0a0xwnikFD2>=aX>N4admn
OII—-—-¥2Z2ZZ00a0xunkFD2>=X>NCJ

D> = X >
-2 > =2 X
nkE>S>=

SX>NCdoo VQWULUUI~-—¥J2=2Z0a0Qxcwnik->D>

O wnikE->D
a0 wni-
Ca OCaxw
200 Ocx
=200 O
- 20a

A0 EVNEFEFID>SX>NACSoVOOWLODI ——-¥xJd=Z20

- a=Z
— BN J =
L — ) .
O — —¥
L0 ——
we O —
OWwuwuOIT
Vo wuwoO
o000 wWww

LUOI - J=2Z00a0xc0niFD2>SX>NCSOUOW
WLUOI—-—¥¥Jd=2200a0c0nikFD>=a=X>NadaonU0
OWUWUOUI=-=-¥Ja=ZSZ200a0xc0nikFF2D2>=2X>NAad49mnU
CoOWwWuw0I—=-=—=¥YaSZ0a0axcwnkEoc2>=aX>N4a4n
DV OOWLUOUI-—YI2SZ0a0xwnikFD>aX>NCJAg
<OV WLUOUI—-—¥YJ2SZ0a0xwnkFD>= X>N
C<KOUVQWULUOI-—-¥JZ2200a0x0nkFD>2X>N

=

— -

Q X > ® O

=~ 003 O @ O © .

c = D9 X c = . O =

e - -

TS0 oS0 gL 265 ol
- w=Se . 83555 ox*
CSLETlLw E0?® goo
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OETTY >0 =0 =3
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The Vigenere Square

abcdefghijklmnopgrstuvwzxyz

A 0EVFEFID>EX>NCOVOWWLOI —
Ca0QaeunkEFI>aX>NdoVUQQwwOUzT

N<oVOoOWuLwUWUI—-——-¥d45SZ0a0xwnk>2>=2 X >
>NV oOWURUOI - J=SZ0a0xwni-FD > X
X>N<oVoOWLYUI Y JSZ0a0axcwnkED>D>=
SX>NCo VWL I—-~-—¥YJ=2Z0aQaxwnik->>
SSX>NAAo0 VOO WuL DI —-—¥Y2Z2Z20a0x0nikFD>D
D> X >NV OWL DI —-——¥YaSZ200a0cxc w0V i-
D> X >N VO WULOI -~ aS2Z200a0axw
MEFEFD>SX>N<oVoOWLUI —-—-~¥Y 15200 0cx
EVNFD>SX>PNAAo VO WLUYUI—-——~¥Y 202200 0O
CxunFII>TIX >N VOOWLOII -~ 22200

4220

an] -

Z20a0xVEFD>X>NAdOVOOWWLUOI — =¥ 9=
=SZ00a0xVFEO>SX>NCOoOLLOWLUYUI - —¥ J
S 22000V FDOD>SX>NCOVOOWWLOE ——¥
¥ 4220000V FD2>SX>NACdo0Vowue O ——
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- —_ JESEZ200a 00D >sX>NACdOOVOWWOI
I —-——¥J=2SZ0a0xcwnikFD2>sX>NAadouVDwwoO
OUII—-—¥J=SZ200a0x0niFDO2>SsX>NadoL0owuw
LUOI - JE2EZ200a0c0nFD2>SX>NCSBOUOW
WL UOUI - Jd=ZZ200a0xc0nikFD2>=a=X>Nadon0U0
OWUWUOI == a0=ZSZ200a0xc0nkFD2>=2aX>NAad9nU
COoOWwWuw0I-="¥YaSZ0a0axcwnkEoc2>=aX>N4a4nm
DUVUOOWLUOUI - Y I2SZ0a0xwnikFEFD>aX>NCJA
<OV WLWLUOUXE -—-—¥YJ2SZ0a0xwnkFD>=2 X>N
C<VUVUVOQOWLOET—-—X¥JZ20a0xunkFD>2X>N
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abcdefghijklmnopgrstuvwzxyz

The Vigenere Square

NCoVoOWLUWIE-—-¥J5S20a0xcwnk-D>3 x>
YZABCDEF..“M_GHIJKLMNOPQRSTUVWX
X>NC<OUOWLUOUI-—-¥J5SZ0a0xcwnkE>D>=
SX>NCoVAQWLUOUI-—¥J3Z20a0acW->D>
VWXYZABCJDEFGHIJKLMNOPQRSTU
D> X>NACVOWLOI~-—-¥J13Z200a0xcwunk-
FO>SX>NEOUVUOWLOI-—-¥J43SZ2008a0axcw
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The Vigenere Square
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The Vigenere Square
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The Vigenere Square
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The Vigenere Square
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Vigenere example

To encode with Vigenere, the key phrase is repeated
above the plain text, and the corresponding row of the
square for each key phrase character is used to encode
each plain text character.

To encode the message “divert troops to east” with the
keyword WHITE:

Key phrase:
Plain text: diverttroopstoeast
Cipher:

Note that the same letter is encoded in many different
ways. For example, “t” becomes P, A and, B in the
above message.
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Vigenere example

To encode with Vigenere, the key phrase is repeated
above the plain text, and the corresponding row of the
square for each key phrase character is used to encode
each plain text character.

To encode the message “divert troops to east” with the
keyword WHITE:

Key phrase: WHITEWHITEWHITEWHI
Plain text: diverttroopstoeast

Cipher:

Note that the same letter is encoded in many different
ways. For example, “t” becomes P, A and, B in the
above message.
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Vigenere example

To encode with Vigenere, the key phrase is repeated
above the plain text, and the corresponding row of the
square for each key phrase character is used to encode
each plain text character.

To encode the message “divert troops to east” with the
keyword WHITE:

Key phrase: WHITEWHITEWHITEWHI
Plain text: diverttroopstoeast

Cipher: Z

Note that the same letter is encoded in many different
ways. For example, “t” becomes P, A and, B in the
above message.
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Vigenere example

To encode with Vigenere, the key phrase is repeated
above the plain text, and the corresponding row of the
square for each key phrase character is used to encode
each plain text character.

To encode the message “divert troops to east” with the
keyword WHITE:

Key phrase: WHITEWHITEWHITEWHI
Plain text: diverttroopstoeast
Cipher: ZP

Note that the same letter is encoded in many different
ways. For example, “t” becomes P, A and, B in the
above message.
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Vigenere example

To encode with Vigenere, the key phrase is repeated
above the plain text, and the corresponding row of the
square for each key phrase character is used to encode
each plain text character.

To encode the message “divert troops to east” with the
keyword WHITE:

Key phrase: WHITEWHITEWHITEWHI
Plain text: diverttroopstoeast

Cipher: ZPDXVPAZHSLZBHIWZB

Note that the same letter is encoded in many different
ways. For example, “t” becomes P, A and, B in the
above message.
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Vigenere’s weakness

Because it was not susceptible to word spotting and frequency
analysis, the Vigenere method became known as Le Chiffre
Indechiffrable, “The Undecipherable Cipher”. However, the use
of a repeating key phrase was its weakness. Charles Babbage
discovered how to crack such ciphers in the mid 1800’s.

Basic idea:
» for a key phrase w/ N letters, each letter can only be encoded N ways.
, look for common repeating sequences to find the length of the key phrase

» use frequency analysis for everything Nth character

Example:

Key phrase: KINGKINGKINGKINGKINGKING

Plain text: thesunandthemaninthemoon
Cipher : DPRYEVNTNBUKWIAOXBUKWWBT
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Vigenere’s weakness

Because it was not susceptible to word spotting and frequency
analysis, the Vigenere method became known as Le Chiffre
Indechiffrable, “The Undecipherable Cipher”. However, the use
of a repeating key phrase was its weakness. Charles Babbage
discovered how to crack such ciphers in the mid 1800’s.

Basic idea:
» for a key phrase w/ N letters, each letter can only be encoded N ways.
. look for common repeating sequences to find the length of the key phrase

» use frequency analysis for everything Nth character

Example:

Key phrase: KINGKING

Plain text: thesunand
Cipher: DPRYEVNTNBUKWIAOX]|
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Vigenere’s weakness

Because it was not susceptible to word spotting and frequency
analysis, the Vigenere method became known as Le Chiffre
Indechiffrable, “The Undecipherable Cipher”. However, the use
of a repeating key phrase was its weakness. Charles Babbage
discovered how to crack such ciphers in the mid 1800’s.

Basic idea:
» for a key phrase w/ N letters, each letter can only be encoded N ways.
. look for common repeating sequences to find the length of the key phrase

» use frequency analysis for everything Nth character

Example:

Key phrase: KINGKING

Plain text: thesunand
Cipher: DPRYEVNTNR

8 chrs = 2 x length(“KING”)

© 2010 Jason M Baldridge 50 LIN312: Language and Computers



What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced

Cipher: VHRMHEUZNFQDEZRWXFIDK
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What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced

Key phrase: PR ArEr RP RS B R R RP Re B0 R R Rr B B0 R R

Plaln text: 22°22°22°22°2?2°272°272°272°?27?2°?272°7

Cipher: VHRMHEUZNFQDEZRWXFIDK
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What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced

Key phrase: PR ArEr RP RS B R R RP Re B0 R R Rr B B0 R R
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an interesting key phrase word would have produced

Cipher: VHRMHEUZNFQDEZRWXFIDK

© 2010 Jason M Baldridge 51 LIN312: Language and Computers



What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced

Key phrase: CAN???BSJ???2?2?2YPT??27?7?
Plain tex
Cipher; VHRMHEUZNFQDEZRWXFIDK

CAN, CANteen,
CANada, CANny
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What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced

Key phrase: CAN???BSJ???2?2?2YPT??27?7?
Plain tex
Cipher; VHRMHEUZNFQDEZRWXFIDK

CAN, CANteen, 22? ... Doesn’t look
CANada, CANny like English...
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What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced

Key phrase: CAN???BSJ???2?2?2YPT??27?7?
Plain tex
Cipher; VHRMHEUZNFQDEZRWXF XDK

CAN, CANteen, 22?7 ... Doesn’t look apocal YPTic,
CANada, CANny like English... crYPT, egYPT
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What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced

Cipher: VHRMHEUZNFQDEZRWXFIDK
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What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced
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What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced

Cipher: VHRMHEUZNFQDEZRWXFIDK
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What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced

Cipher: VHRMHEUZNFQDEZRWXFIDK
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What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced

Plain text: themeeting??atthe????
Cipher: VHRMHEUZNFODEZRWXFIDK
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What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced

Key phrase: CANADABRAZ??EGYPT????
Plain text: themeeting??atthe????

Cipher: VHRMHEUZNFQDEZRWXFIDK
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What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced

Key phrase: CANADABRAZILEGYPT????
Plain text: themeetingisatthe????

Cipher: VHRMHEUZNFQDEZRWXFIDK
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What about a non-repeating key phrase?

One could use a poem or a book, or the names of all
the presidents as a key phrase. This would be much
more impervious to this style of decipherment.

But, we can play a variant of the word spotting game
even in this case! Assume that some common word,
like “the” is in various parts of the plain text, and see if
an interesting key phrase word would have produced

Key phrase: CANADABRAZILEGYPTCUBA
Plain text: themeetingisatthedock

Cipher: VHRMHEUZNFQDEZRWXFIDK
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Mechanization of polyvalphabetic ciphers




Mechanization of polyvalphabetic ciphers

Confederate Cipher Disk ' Enigma Machine '
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Substitution in the digital age

To a computer, letters are just binary numbers (e.g.,
ASCII)

Encryption then becomes a question of manipulating
numbers.

“HELLO”=1001000 1000101 1001100 1001100
1001111 (Decimal: 18,391,344,324)

“DAVID”=1000100 1000001 1010110 1001001
1000100 (Decimal: 19,473,311,311)

Operation: bitwise XOR (0 XOR 0 =0, 0 XOR 1=1, 1 XOR 0=1, 1 XOR 1=0)
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Substitution in the digital age

To a computer, letters are just binary numbers (e.g.,
ASCII)

Encryption then becomes a question of manipulating
numbers.

“HELLO”=1001000 1000101 1001100 1001100
1001111 (Decimal: 18,391,344,324)

“DAVID”=1000100 1000001 1010110 1001001
1000100 (Decimal: 19,473,311,311)

Operation: bitwise XOR (0 XOR 0 =0, 0 XOR 1=1, 1 XOR 0=1, 1 XOR 1=0)

Key phrase: 10001001000001101011010010011000100
Plain text: 10010001000101100110010011001001111
Cipher text: 00011000000100001101000001010001011
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Substitution in the digital age

To a computer, letters are just binary numbers (e.g.,
ASCII)

Encryption then becomes a question of manipulating
numbers.

“HELLO”=1001000 1000101 1001100 1001100
1001111 (Decimal: 18,391,344,324)

“DAVID”=1000100 1000001 1010110 1001001
1000100 (Decimal: 19,473,311,311)

Operation: bitwise XOR (0 XOR 0 =0, 0 XOR 1=1, 1 XOR 0=1, 1 XOR 1=0)

__»"“DAVID”
Key phrase: 10001001000001101011010010011000100

Plain text: 10010001000101100110010011001001111——>“HELLO”
Cipher text: 00011000000100001101000001010001011

~

3,230,040,715
(No simple character string)
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Exploits

» Encrypted messages have actual content underlying
them, so educated guesses about the keys and the
content could often be exploited:

o frequency

o repetition
e many words are more common and will be repeated

¢ many messages will start with the same pattern, e.g., a date or location

¢ meaning: both keys and message have semantic patterns
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The Navajo code talkers

During WWII, the American military used Navajos as
radio operators who could speak in a code (i.e., the
Navajo language) to transmit messages.

A message in English would be given to a Navajo radio
operator, who would speak a Navajo translation into the
radio. Another Navajo radio operator would hear it on
the other side, and translate it back into English easily.

Code talkers had been used in WWI, so Hitler had sent
anthropologists to study native American languages
before the outbreak of WWII, but could not cover all the
languages and dialects that existed: the Navajo was
one of the tribes that had not been studied.
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The Navajo code talkers

Code talkers were amazingly effective for several
reasons.

the Japanese and German militaries had no expertise in Navajo. It
belongs to the Na-Dene family of languages, which has no link to Asian
or European languages

in trials, American cryptanalysts couldn’t even transcribe it, much less
crack it, calling Navajo “a weird succession of guttural, nasal, tongue-
twisting sounds”

encoding and decoding was extremely fast, so Navajo soldiers were
extremely useful in battle groups that couldn’t wait for decipherment with
more complex techniques for hiding English messages.
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The Navajo code talkers

Code talkers were amazingly effective for several
reasons.

the Japanese and German militaries had no expertise in Navajo. It
belongs to the Na-Dene family of languages, which has no link to Asian
or European languages

in trials, American cryptanalysts couldn’t even transcribe it, much less
crack it, calling Navajo “a weird succession of guttural, nasal, tongue-
twisting sounds”

encoding and decoding was extremely fast, so Navajo soldiers were
extremely useful in battle groups that couldn’t wait for decipherment with
more complex techniques for hiding English messages.
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Deciphering lost languages and ancient scripts

» Many writing systems have been developed over the
ages, and some were forgotten.

. Anc an hi 0. 2=\ Y
Ancient Egyptian hieroglyphs (QQ qqp

» LinearB ITI I_ D @ M

>IIIIIII

» And mysterious manuscripts have come to light, such
as the Voynich manuscript.

¢ unknown script, unknown language

» fake orreal?

© 2010 Jason M Baldridge
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Eqgvyptian hieroglyphs

It was originally thought that the hieroglyphic writing
system was completely logographic: each character
represents a concept.

In 1652, the Jesuit scholar Athanasius Kircher
published a dictionary of hieroglyphs based on the
logographic assumption. This assumption persisted for
another century and a half.

in 1799, the Rosetta stone was discovered: it contained
a single text in three different writing systems: Greek,
demotic, and hieroglyphic. This is known as a parallel
text, which is important in current machine translation
techniques.

The fact that the Greek portion could be read easily
was the key: it provided the “plain text” for discovering
the hieroglyphic system (the “cipher text”)
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The Rosetta stone (196 BC)

Hieroglyphic

Demotic

e

Greek

© 2010 Jason M Baldridge
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Deciphering hieroglyphics

In 1814, Thomas Young focused on the cartouche: a
set of hieroglyphs surround by a loop. The Rosetta
stone had the cartouche of Pharaoh Ptolemy, who was
mentioned in the Greek text several times.

(2=

Young determined a number of sound correspondences
correctly for hieroglyphs found in cartouches.
Unfortunately, he didn’t follow this through because of
the Kircher’s argument that hieroglyphs were
logographic.

O 1iis

p |
t m Ptolmiis

>IIIIIII

Jean-Francois Champollion took the next step in 1822,
and applied Youna’s approach to other cartouches.
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Champollion’s next step

Deciphered the cartouche of Cleopatra using another
bilingual text.

Based on his ideas about the sound values of glyphs,
he decoded his first “mystery” cartouche (no bilingual)
text: alksentrs, i.e., Alexandros (Alexander the Great)

He then got his first hieroglyphs from before the
Graeco-Roman period, and “deciphered” the cartouche
of Ramses.

To do this, he made an educated guess that the Coptic
language was the language of ancient Egyptian writing.
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The decoding of Ramses’s cartouche (@ M ]

Champollion knew tha1p was “s”, so he had ?-?-s-s

Thought the @ could be the sun, which was “ra” in
Coptic, so ra-?-s-s.

Observed that vowels were often left out, and only one
Pharaonic name fit: Ramses, so m was ‘m”.

Egyptian scribes had used the rebus principle: long
words are broken into their phonetic components,
which are then represented as logographs:

P>
o

LA

X &7
S

. E.g., “belief” can be rewritten as “bee-leaf”’, and then as ;‘b R

Egyptian hieroglyphs is a mixture of such logographs
and phonetic symbols.
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Wrapping up hieroglyphs

The fact that the sun - ‘ra’ connection was established
made the underlying language of ancient hieroglyphics
known: Coptic. As we know from our previous
discussion of decryption, knowing the language the
cipher text is written in is a huge clue to deciphering it!

After this breakthrough, Champollion went on to break
the rest of the system and published his work in 1824
for the first time in 14 centuries, it was possible to read
the history of the pharaohs as written by their scribes.
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The Voynich manuscript

» Slides from Kevin Knight, full talk available at:

http://www.isi.edu/natural-language/people/voynich.pdf

¢ Note that VMS means “Voynich Manuscript”.
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http://www.isi.edu/natural-language/people/voynich.pdf

WhEt s (7

Medieval illustrated manuscript
Approx. 235 pages on vellum material

Color drawings of plants, nymphs, stars,
etc.

Approx. 38,000 words written in an
unknown script

Undeciphered!!! Meaning is unknown
Currently owned by Yale University



Apporent Sections of vims

Herbal (11,938 words)
Astrological (2594 words)
Biological (6915 words)
Cosmological (679 words)

Pharmacological (5111 words)
Pure Text (10,682 words)



Grafting?
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Sunflower?
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The Pictures: Herba(

Strange vs ridiculous vs possible
Many stems grafted onto roots
Sunflower? Would date VMS as post-1492

Dana Scott: 21 identifications (5 with
confidence)



The Pictures: Astrologic®(
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Astrolo 9

The Pictures

Datable clothing?

i

. What is this?




The Pictures: Biologic L
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The Pictures

medicine jar?




ThLe Text

Approx. 38,000 words, unknown script

Writing style similar to 15" century
Florentine "humanist™ hand

Between 23 and 40 distinct characters
No corrections, likely to have been copied
Writing was done after illustrations



Tr&nscription

7 ‘A; (&u& ¢ ttc
g5 s R ey ] Ty Mo Mo
sﬂhn qu Jg?“"‘).rgﬁ’¢rﬂ‘9 RSN Raich :

Ycresog 0fccg 40g Kecsg 4offccg 40Hg xc¥rg 40¥xeg gifaw 0¥fag2g
2xcg 40fc8g 40foW x8g 40lfccg cxesg 4olfccg 4olfccg reresg g0ty
8ckcy 40¥cecq 8oRctedg 40ffcg 40ffq

AE OPCCY9 40E FCC89 40FCC9 40P9 SCBSY9 40BSCY EFAM OPAEZ29
40FC89 40FAM Z89 40FCCY9 SC89 40FCCY9 40FCCY ESC89 EOPY
40PCCC9 BARSCB89 40FCY9 40P9

@ oW

SC8A
ZC9
rd
2 O

c9

last paragraph, f103r



A[’L,&Let: CMrr(er/D'lhaper(o

Tronscription
c vt x| W R P ¥ &K £ XK £
CS Z PFBV [Q XWY
R & 8 R0\ V 5 3 8 9 4 2
JAEROID 678942
W W (RRXW| (WWw| (W

GH1 | TUO NM 3| [KL




A[’L,&Le{': Currier/D'lh-\per(o

Tri&nscription
c v x R ¥ ¥ & & & £
CS Z PFBV |[Q XWY
v&ax'{o\o &3994?
JAEROID 6 /7 89 4 2

W W W R R W| —— Maybe this is really

GH1| |T UO IR IR 1R

There are several transcription
schemes to choose from.



count

25468
20227
17655
14281
12973
11008
10471
10026
06716
5994
5423
4501
4076

Letter Frequencies

letter

= N s XOmEn o ouw o

o

n

Y P LN TR ] ® 90

Z
<

count

2886
1752
1413
1046
950
908
591
524
431
316
217
157
156

letter
2 ?
N W
B ¥
J R
Q &
X dk
T R
* X
AR 4
I
-
D WV
3 0w

count letter

148
96
74
52
31
17
14

2
1
1

\R
8

&
W
R

W
W
w

™
W

SC UL T HEHGOXRN<OoC

Total
63K running characters



count

863
537
501
469
426
396
363
350
344
318
308
305
283
279
272
270
262

~NZ N

<oV
253
243
219

most Frequent Words

8AM
OB
SC89
AM
ZC89
SOE
OR

AR
SC9
8AR
40FCC9
40FCC89
ZC9
40FAN
40FC89
89
40FAM
AE

SAE

-~

SOR

word

sow

cxcig
ow
By
ctog

o

o

ey
o
40'“9
4olfceng

4offow
4olfcsg

4offow
oR

soR

o

count word

212
211
191
186
177
174
172
155
155
154
152
151
151
150
147
144
144
144
143
141
140

OFAM
SAN
40FAE
ZOE
OFCC9
SCC9
SCOB
S9
CPC89
OPAM
40FAR
)

40B
S89
40F9
Z2CcC9o
CFAN
ZAM
CPAE
OCPAR
SX9

offow
sow
40ffog
O
offccy
crecg
cTcoR
9
O"CO9
ofow
4ofar

4.0
iy
4olfg
checg
ofaw
00
ofog
ooz
cudkg

count word

140 OPCCSY o¥fccg

138 OFAE offog

130 20 kO

129 OFAR ofa

119 ESC89 Recdy

118 OFC89 offcsg
etc

Totals:

8116 distinct words

38K running words



Word Length Distributions

Voynich
Length Distribution
1 0.02

2 0.10

3 0.22

4 0.23

5 0.21

6 0.12

7 0.05

8 0.01

9 0.003
10 0.001

11 0.0001
12 0.00007
13 0.00002
35 0.00002

English
Length Distribution
1 0.03
2 0.15
3 0.16
4 0.15
5 0.11
6 0.09
7 0.11
8 0.08
9 0.05
10 0.03
11 0.01
12 0.006
13 0.002

Counts on vocabulary, not running text



Feadtures of the Text

* 115 (out of 8116) words appear doubled at least
once

... 40fcc8g 40ffcceg ...

« 8 words appear tripled at least once
... 40ffc8g 40lfc8g 40fcsg ...
.. €TOR cTOR cTOR ...
.. *COR *COR HCOR ...
.. ofow offow offow ...
.. OR 0% O% -..
.. 9\‘?0.\\0 9“’@\\0 9\‘?0»\\0
.. BOWW BowWW 8w ...

.. 40fcc8g 40fccag 4.0Kfccsg ...



Kevin Knight

e

Some Experiments | Did

* |Is VMS a phonetic writing system for some
Known language?

* |Is VMS a sort of substitution cipher?

* |t's been proposed that VMS is written in a
form of vowel-less Ukranian ...



Automatic deciphering

Writing systems can be seen as substitution ciphers for
spoken languages.

Speech=plaintext: D 1Y S AY FF ER M EH N T IH Z

o Writing=ciphertext: decipherment is

o So, we’d like to find the most probable sequence of
sounds p (for plaintext) for a given writing sample ¢
(ciphertext)

» This means we want to find argmax, P(plc)
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Automatic deciphering

» The noisy channel model again!

P(plc) = P(C"F’,)(CX) ") . P(clp) x P(p)

e So, we can solve:

argmax, P(p|c) = argmax, P(c|p) x P(p)
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Automatic deciphering

» The noisy channel model again!

P(plc) = P(C'FF’,)( : ") . P(clp) x P(p)

» S0, we can solve:

argmax, P(p|c) = argmax, P(c|p) x P(p)

/

Substitution Model (like
the error model in
spelling correction)
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Automatic deciphering

» The noisy channel model again!

P(plc) = P(C'FF’,)( : ") . P(clp) x P(p)

» S0, we can solve:

argmax, P(p|c) = argmax, P(c|p) x P(p)

AN

Substitution Model (like Language Model |
the error model in
spelling correction)
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Automatic deciphering

» The noisy channel model again!

P(plc) = P(C'FF’,)( : ") . P(clp) x P(p)

» S0, we can solve:

argmax, P(p|c) = argmax, P(c|p) x P(p)

AN

Substitution Model (like Language Model |
the error model in T

spelling correction)
We know how

to build this for
a given language.
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Automatic deciphering

» The noisy channel model again!

P(plc) = P(C'FF’,)( : ") . P(clp) x P(p)

» S0, we can solve:

argmax, P(p|c) = argmax, P(c|p) x P(p)

AN

Substitution Model (like Language Model |
the error model in T

spelling correction)
We know how

to build this for
a given language.

But where do
we get this?!
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Automtic Decipherment Using Em
Cknight, N&ir, Eathod, Yomada., 2006]

plaintext samples,

unr clatcd to ciphcx text

-

sex
i

P(p)

Expectation-Maximization: a very important
technique in machine learning

ciphcncu ¢

Find substitution-table values that maximize

P(c) = sum_p P(p, ¢)
} LMé EM =sum_p P(p) * P(c|p)
/\ o
H it
= plaintext p =———> %_ H ciphertext ¢
P(c|p)
— L_-Z‘

best guess
plamtext p

— Vlterbl e CIphie1tEXE €

amy

Find plaintext p that maximizes
P(p|c)~P(p)*Plc|p)



Phonetic Pecpherment

ciphertext (6980 letters)

Modern
H = Spamish =—

primera parte
del ingenioso
hidalgo don ..

sounds

(Don Quixote)
Decoder maximize P(p) * P(c | p)® 805 errors / 6980
Smooth P(p) with lambdas 684
Use per-symbol lambdas 621
Final Trigram P(p) 492 (7%)

I

Automatic decipherment pronounces
93% of written letters correctly



Unk.hoWh Source L&nhgUuad ge

« Suppose source language is unknown?

ceze ceqg qy ataf ugyt ga dwg g y zapu ..
VAS92 9FAE AR APAM ZOE ZORY9 QOR92 9 FOR ..

« Decode against all spoken languages:
— Pre-collect phonetic models for 300 languages
— Decipher against each
— See which decoding run yields highest probability



UN Declaration

300+ words in many of world’s

No one shall be arbitranly deprived of his property

Niemand se eiendom sal arbitrér afgeneem word nie

Asnjen nuk duhet té privohet arbitransht nga pasuna e 1)

Liiad 4SLe (e 2 3y 303 3y

Janiw khitisa utaps oraqeps inaki aparkaspati

Arrazoink gabe ez zaio inorn bere jabegoa kenduko

Den ebet ne vo tennet e berc’hentiezh digantai diouzh c’hoant

Hukon He TpAbGBa aa 6bae NPOMU3BONHO NULLIEH OT CBOATA
cobcTBeHOCT

Ningu no sera privat arbitrariament de la seva propietat
FAANMEFFBEEHNT,

Di a so prupiita un ni pd essa privu nimu di modu tirannicu
Nitko ne smije samovoljno biti lisen svoje imovine

Nikdo nesmi byt svévolné zbaven svého majetku

Ingen ma vilkarligt bereves sin ejendom

Niemand mag willekeurig van zijn eigendom worden beroofd

of HUMOn £ (ghts

languages, UTF-8 encoding

Nul ne peut étre arbitrairement privé de sa propnété

Nimmen mei samar fan syn eigendom berdve wurde

Ninguin sera privado arbitranamente da sua propiedade
Niemand darf willkurlich seines Eigentums beraubt werden
Kaveic¢ dev pmopei va otepnBei auBaipeta Tnv 1810KTNCIa TOU
Avavégui ndojepe’a va'erai oimehaicha reinte imbae teéva

Ba wanda za a kwace wa dukiyarsa ba tare da cikakken dalili ba
Senkit sem lehet tulajdonatol onkényesen megfosztani

Engan ma eftir gedpotta svipta eign sinni

Tak seorang pun boleh dirampas hartanya dengan semena-mena
Necuno essera private arbitranmente de su proprietate

Ni féidir a mhaoin a bhaint go forlamhach de dhuine ar bith

Al nemu estu arbatre forprenita ha propneto

Kelleltk: e1 tohi tema vara meelevaldselt dra votta

Eingin skal hissim vera fym ongartoku

Me kua m1 dua ¢ kover vua na nona 1yau

Keltidn alkoon muelivaltaisest: rustettiko hinen omaisuuttaan



Unk.hoWh Source L& nqud-ge

* |nput:

cevzren cnegr qry vatravbib uvgnytb gba dhvwbgr gr yn znapun ..

« Languages with best Prob after deciphering?

|

Probability



Unk.hoWh SoUurce LAnhqUuad-ge

Input:

cevzren cnegr gry vatravbfb uvgnytb gba dhvwbgr qr yn znapun ..

Top 5 languages with best Prob after deciphering:

-5.29120 spanish
-5.43346 galician
-5.44087 portuguese
-5.48023 kurdish
-5.49751 romanian

Best-path decoding assuming plaintext is Spanish:

primera parte del ingenioso hidalgo don quijote de la mancha ..

Simultaneous decipherment and language ID



Vounich M&nuscript

* |nput:

VAS92 9FAE AR APAM ZOE ZORY9 QORY9Z 9 FOR ZOES9 ..

« Languages with best Prob after deciphering?



Voynich m&nuscript

Input:

VAS92 9FAE AR APAM ZOE ZORY9 QORY2 S FOR ZOESY9 ..

« Top 10 languages with best Prob after deciphering:

-1.03444 romanian -1.03546 occitan
-1.03490 zhuang -1.03568 croatian
-1.03494 polish -1.03575 chinese
-1.03498 kurdish -1.03587 albanian
-1.03516 siswati -1.03594 lingala

Best-path decoding assuming plaintext is Latin:

quiss squm is ONUM pom guss hates s gqum hatis ..



Summing up the Voynich manuscript

Frequency analysis of characters and words provides
evidence that it is a real text. (Though, actually, there
are ways of mimicking even this.)

But, even if it isn’t a hoax, we don’t know the language
in which the Voynich manuscript is written, which
makes it much harder to get anywhere with decoding it.

Modern computational linguistics techniques that can
be used for deciphering might allow us to detect what
the source language actually is (though not necessarily
the source text).
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Appendix: The key and answer to the cipher text...

Reverse the alphabet and then shift:

Plain alphabet: abcdefghijklmnopgrstuvwxyz
Cipher alphabet: MLKJIHGFEDCBAZYXWVUTSRQPON

Here’s the unix command:
tr 'MLKJIHGFEDCBAZYXWVUTSRQOPON' 'a-z'

And the decoded text (from Tolstoy):

i would not change my way of life for yours," said she. "we may

live roughly, but at least we are free from anxiety. you live in
better style than we do, but though you often earn more than you
need, you are very likely to lose all you have. you know the proverb,
'"loss and gain are brothers twain.' it often happens that people who
are wealthy one day are begging their bread the next. our way is
safer. though a peasant's life is not a fat one, it is a long one.

we shall never grow rich, but we shall always have enough to eat.
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